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Year % 2000 & 2005 ¢ 2010 < 2015 2020
I | I I I
: : : I ' -
I | | ]
Tech developers : IDE, CVS, : IDE, Mecurial, Jenkins, : IDE, Git, Heroku :
are exposed to , deploy portal . [PXE, Bash, Puppet] , CLI, Heroku UI, ;
I [ I New Relic UI 1 'o
| | I |
| [ | | U
: \ l ; O
I | | ]
I |
| | . : o
Developer ! ' Code, ship : i o
responsibility : Eaa. : [limited run) : Sk, B : L =
: : : ; =
. . . : o))
. 1 = 1 1 1 o
Infra / fabric i In-house tin i In-house 1 Heroku / CF I
. | - O
I
; |
| - 1
App architecture | Monolith : Monolith / SOA : Monolith : Microservices : Microservices +++
I | | I I

Inspired by Daniel Bryant at PlatformCon 2022

BEERERANARE, Kubernetes JEKEEFD Terraform & laC TEE R SESKHERIT
HNEENISPEET (=) API WNARERFIE
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Developers

0
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. Application CPU / Memory
. Container Image
. Application configuration

‘(/)’

Application
Operators

0

e

VR WN R

. Application Security
. Application Traffic
. Pod Scaling Setup
. Observability Setup
. Application Secrets

|</>,

Cluster
Operators

uAWN R

. Cluster Security

Upgrades
RBAC

. Node Operations
. Cross Cutting Concerns

1)
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IAKIGHE
«  NMNBEAAEARFEEENSZRANEMISEREFEHS
« RMeE=EMiZIERREAR Terraform Z [aC TH, Kubernetes &
Fer¥e, FlREEF RS EENREESTIRR TR

HEEE
- YAML Bk, “4REIRIE
- BHNEEIMERIBFECEZER
HE, oJEMIT
- BESIRERTIRNISIEFER, ASERUKRIEESEHALIHE
- BEEHEENRINTIER, KSEIARNERR

RS RIS A REGALIRIE, RS ]

Kubernetes I EHH WWHHEHE: https.//docs.google.com/document/d/1cLPGweVEYrVqQvBLIgbsxV-TrESRm2MNOBA cxZP2WU/edit#

CNCF 3EE TREARSHB: https//tag-app-delivery.cnctio/whitepapers/platforms,
Google SRE T(EFH}: https.//sre.google/workbook/configuration-specifics,



https://docs.google.com/document/d/1cLPGweVEYrVqQvBLJg6sxV-TrE5Rm2MNOBA_cxZP2WU/edit
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€ Standalone KCL

Config + Schema + Rule + Lambda

Definition Organize
Describe

Schema Validate

Combinate

1)

Pattern: k = (T)v

import k8s.core.vl
# Create a Kubernetes Deployment resource.
v1l.Deployement {

metadata.name = "nginx”
metadata.labels.app = metadata.name
spec = {

replicas = 3
selector.matchLabels.app = metadata.name
template = {
metadata.labels.app = metadata.name
spec.containers = [{
name = metadata.name
image = "nginx”
ports = [{ containerPort = 80 }]

H

S R, MRMASED. BEE. Sit6E



€ KRM KCL

e Mutation

apiVersion: krm.kcl.dev/vlalphal
kind: KCLRun
metadata:
name: set-annotations
metadata:
annotations:
krm.kcl.dev/version: 0.0.1
krm.kcl.dev/type: mutation
documentation: >-
Add or change annotations
spec:
params:
toAdd: addValue
source: oci://ghcr.io/kcl-lang/set-annotation

¢ Validation

apiVersion: krm.kcl.dev/vlalphal
kind: KCLRun
metadata:
name: https-only
metadata:
annotations:
krm.kcl.dev/version: 0.0.1
krm.kcl.dev/type: validation
documentation: >-

¢ Abstraction

apiVersion: krm.kcl.dev/vlalphal
kind: KCLRun
metadata:
name: web-service
metadata:
annotations:
krm.kcl.dev/version: 0.0.1
krm.kcl.dev/type: abstraction
documentation: >-
Web service application abstraction
spec:
params:
name: app
containers:
ngnix:
image: ngnix
ports:
containerPort: 80
labels:
name: app
source: oci://ghcr.io/kcl-lang/web-service

Requires Ingress resources to be HTTPS only. Ingress resources must

include the “kubernetes.io/ingress.allow-http® annotation, set to “false'.

By default a valid TLS {} configuration is required, this can be made

optional by setting the “tlsOptional’ parameter to “true’.

More info: https://kubernetes.io/docs/concepts/services—-networking/ingress/#tls

spec:

source: oci://ghcr.io/kcl-lang/https—-only

1)

KUBERNETES
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input K RM tems PunctionConﬁg

KCL Function

output KRM tems results

EESR—AY KRM Function #i5@
ZMEEIEIS: OC|, Git, Https, Filesystem...
aJfRIEAH E: (£ KCL {55 AP REIEE
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€ Workspace

& A -Go

1)
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Language + Tools + IDEs + SDKs + Plugins

X 8 %

v KONFIG appops > clickhouse-operator > prod > K main.k
> Iy .github ; import base.pkg.kusion_models.kube.frontend KCL Package Manager ‘
> M .kclvm
‘ = 3 # The application configuration in stack will overwrite KCL Coding Assistant
S oDHOPS 4 # the configuration with the same attribute in base.
v & clickhouse-operator ® 57 server: frontend.Server { ==
- . . . Highlight Format
> Ml base 6 # spec.template.spec.containers[@], main container
> sl crd ; image = "altinity/clickhouse-operator:0.19.2" Go To Def/Ref Compile
> M prod ®
pWNER 9 # spec.template.spec.containers[1:], sidecars Completion Debug
o S 10 sidecarContainers = [ i
project.yaml 14 s.Sidecar { By Test
" ; " Checking
™3] README.md 12 name = "metrics-exporter
> i guestbook ° 13 image = "altinity/metrics—exporter:0.19.2" LSp
~ 14 resource = ""
> ®l http-echo 15 } KCL Language Server
> M nginx-example @ 16 1
> o base ® 17  } KCL Compiler
> M clouds ® 18
Tools & CI/CD Engagement c : “
kcl-formaﬁ kcl-lint kcl-test kcl-doc




€ |IDE Extension i

KUBERNETES

« VS Code  lIdea « NeoVim

hello-kcl - hello.k
import json & Module ! ed but unused
X '\ Ad chema Ngin

ppops » clickhouse-operator > prod > |3 main.k

Ease.lpkg.kusmn__models.kube.frontendimpor,t .templates.resources
ase. ¢

/2 examples
/ pkg

schema Server:
listen: int | str
location?: Location
schema Server:
schema Lo
root:
index: str

appConfiguration: frontend.Server {
schema Person:
name: str
; age: int
image =
name: str
todo: image must be set dyna
- X = Perso

name:
age:

sidecarContainers | image: str
s.Sidecar replica: int = 1
name = ' rics-exporter
resources: {str:str}

nginx = Nginx {

image = "al
resource =
myApp = Server{

name: "myApp",
image: "demo/myApp",
resources: resources.large




€ Integration g
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Helm/Kustomize/KPT/..

[D | . s - T i = CIient KCL Plugins
\ (ec a/t‘;‘tNe C:n iguration and Policy as Code fPla\tPom ™\
Hub, e,gis‘t Encineerin
r’-'\%,,:‘ = ,,?ﬁ:r}{ 9 A Q To?:l g "
L ), \‘} ! . Admission Request
JFI0g s Model Sharing KUSION Ru ntime Mutating/Validating KCL Operator
STACA Webhook
P,
Automation — *;;)
Abstroct SDKs B w <=
Stability Java
Scalabih‘tl/
«  ZBi8BE SDK: Rust, Go, Python, Java SDK
) o o . BE%F: KPM TEHMZ# Registry /Hub3z#F
| g IaD/Template
- T \ Controller - EEFN Schema £ER%: KCL Import/Export TH
b i @i‘* 7S 6\7/3:3;:: woO O - IEfFRIEERE: (58 KCL Operator MIARESFFA Kubernetes
protobuiy é4“'<‘.OPENAPI Mutate HEM E( Admission Webhook
| {‘{(} jsonschema 'gﬁenaform EustOmize «  KRM 3Z¥F: SZ—AIH0eFIiEA 21 e.g., kubectl-kcl plugin, helm-kcl
\_ _J ubectl 2 : . ! A a
- e A, e &, plugin, helmfile-kcl plugin, kustomize-kcl plugin, kpt-kcl-plugin ...

. PATETEN: /B DM ESEARES 8/ TR AR
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Artifact Hub KCL Integration (Staging)

O Artifact HUB DOCS STATS (& -

KUBERNETES

Artifact Hub is a web-based application that enables finding, installing, and publishing packages and configurations for CNCF
projects. For example, this could include Helm charts and plugins, Falco configurations, Open Policy Agent (OPA) and
Gatekeeper policies, OLM operators, Tinkerbell actions, kubectl plugins, Tekton tasks and pipelines, KEDA scalers, CoreDNS
plugins, Keptn integrations, container images, Kubewarden policies, Kyverno policies, Knative client, Backstage plugins, Argo
templates, KubeArmor policies and KCL packages.

L &

Argo templates Container images CoreDNS plugins Falco rules

= % @

Helm charts and plugins KCL packages KEDA scalers Keptn integrations Knative client plugins

© 4

Kubectl plugins KubeArmor policies Kubewarden policies Kyverno policies OLM operators

9 &) *

OPA and Gatekeeper policies Tekton tasks and pipelines Tinkerbell actions




€ Registry & Modules B

KUBERNETES

© Artifact HUB

*& Documentation / Topics / Repositories / KCL packages

74

TOPICS

. - FHERPR: —1Tap iR I0NkER e.g.,
KCL packages repositories
KCL packages repositories are expected to be hosted in GitHub, GitLab or Bitbucket repos. When addi kp m a d d k8S I EWJB}AIEQEI M*EEE 60 +

to Artifact Hub, the url used must follow the following format:

\
e https://github.com/user/repol/path/to/packages] (Xk] [D ;l:l\:ﬁi)

e https://gitlab.com/user/repol/path/to/packages]
e https://bitbucket.org/user/repol[/path/to/packages]

m i; . a A \E/\

By default the master branch is used, but it's possible to specify a different one from the Ul. gil Il'%,‘?{ ‘j . @ EJHHZEH\ |X‘ W ~ |E
ij:E I 00 EI I

The ) provided can contain metadata for one or more packages. Each package version

separate folder, and it's up to you to decide if you want to publish one or multiple versions of your pack Te r ra fo r m E%S*Eﬁu }Z\_L% @a%
=, 7 s

The structure of a repository with multiple packages and versions could look something like this:

el + Z¥h Registry /Hub3z#5: Docker

L— artifacthih-renn_vml

L Hub, ghcr.io, Harbor, ...

must NOT

> tree/branch

o T  Artifact Hub KCL Integration
N (WIP): i IS RESI. BUNINIES

@ Web-service
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Loop and Function Kubernetes Configuration
a = lambda x: int, y: int —> int { import kubernetes.api.apps.vl
max([x, yl)
}
temp = {"a${i}": a(1, 2) for i in range(10000)} dEployment = v1.Dep10yment ity
Terraform HCL v1.3
Note: Jsonnet and HCLdo not have any.sehema
related concepts and ate excludéd fromeéemparisen
Jsonnet v0.18
CUEV0.4.3 M — - — -
0 2000 4000 6000 8000 0 100 200 300 400

Test environment: single core macOS 10.15.7 CPU: i7-8850H 2.6GHz 32GB 2400Mhz DDR4 No NUMA, e2e run time (ms)
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( Ku bern etes mutation

Before

db/

kube-manifests/
k8s-cms-sidekiq.yml
k8s-cms-web.yml
test-k8s-cms-web.yml.b

lib/

log/

node_modules/

ops/scripts/
__init__.py
db_migrate.sh*
gen_data.sh*
gen_pod_env.py
gen_sed_cmd.py
merge_key.py
secrets_manager_utils.

public/

script/

spec/

storage/

tmp/

ALLOWED_PASSWORDS

app.json

aws_migration_notes.md

babel.config. js

bitbucket-pipelines.yml

buildspec.yml

CHANGELOG.md

cms-pre-production-23070

cms-pre-production-23070

cms-pre-production-23070

cms-pre-production-23070

cms-pre-production-23070

cms-pre-production-23070

cms-pre-production-23070

cms-pre-production-23070

cms-prod-230705-buildspe

cms-prod-230705-buildspe

cms-prod-230705-dockerfi

import os
from os import listdir

import ruamel.yaml

yaml = ruamel.yaml.YAML()
yaml.preserve_quotes = True
yaml.explicit_start = True

def main
home_dir = os.path.join(os.path.dirname(__file__),
print(home_dir)
for manifest in listdir(home_dir):
if not manifest.endswith( J:
continue
p = os.path.joinChome_dir, manifest)
with open(p, DRSS T
content = yaml.load_all(f)
res = []
for item in content:
if item[ J.lower() ==
cs = item[ 1C
for ¢ in cs:
c[ 1.append({

b
res.append(item)
print(res)
with open(p, ) as f:
yaml.dump_all(res, f)

if __name__ ==
mainQ)

ey

0’

SR

ion: krm.kcl.dev/vlalphal
kind: KCLRun

params:
\H
test_name
value: test_value
r.io/kcl-lang/append-en

OCl Registry FfFRAY KCL AXHEEL

items = [item | {
if item.kind == "Deployment":
spec.template.spec.containers: [{

env += option("params").env
} for container in item.spec.template.spec.containers
} for item in option("items") or []]

EEGERIAR, BUKIBHE
ISR, A
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( Ku bernetes Validation %m

SR

Disallow Service Load Balancer Module

iVersion: krm.kcl.dev/vlalphal
KCLRun

: disallow-svc-1b

source: oci://ghcr.io/kcl-lang/disallow-svc—-1b

1% K8s Manifests #1 KCL 5k
BREIRY{ERS, fE K8s
Manifests BEE 2SS

s—example-ingress

'sion: krm.kcl.dev/vlalphal
: KCLRun

(d.

: https-only

tps—-example. foo.com
e: testsecret—tls

https—example. foo.com

source: oci://ghcr.io/kcl-lang/https—-only

- %#—RME: KCL afLAERIYRE Schema FIZURE(, FTEALS OpenAP
Schema/JSON Schema {&FH



( Kubernetes abstraction

Ul/CLI/API

Code

Standalone KCL Form

import .app
app.App {
name = "app"
containers.ngnix = {
image = "ngnix"

ports = [{containerPort = 80}]

}

service.ports = [{ port = 80 }]

KRM KCL Form

apiVersion: krm.kcl.dev/vlalphal
kind: KCLRun
metadata:
name: web-service
metadata:
annotations:
krm.kcl.dev/version: 0.0.1
krm.kcl.dev/type: abstraction
documentation: >-
Web service application abstraction
spec:
params:
name: app
containers:
ngnix:
image: ngnix
ports:
containerPort: 80
labels:

name: app
source: oci://ghcr.io/kcl-lang/web-service

b

0’

KUBERNETES

COMMUNITY DAYS HANGZHOU

Kubernetes Manifests

apiversion: ¢ apiVersion: v1 gpjyersion: vl

kind: Deployn kind: Service

——— kind: Namespace

metadata:
name: ngin ) metadata:
. name: nginx-e .
namespace: i name: nginx-example
spec: namespace: ng
replicas: 1 spec:
selector: ports:
matd“ibi - nodePort: 30201
app. ku .
Al port: 80
app. kut targetPort: 80
app.kut  selector:
template: app.kubernetes.io/name: nginx-example

Generate meig:ti app.kubernetes.io/env: dev

Sl app.kubernetes.io/instance: nginx-example-dev
app.} app.kubernetes.io/component: nginx-exampledev
app.t  type: NodePort

app. kuvernetes. Lo/ Lumpunent:  nYLnx—Exdmp Leuey
spec:
containers:
- image: nginx:latest
name: main
ports:
- containerPort: 80
protocol: TCP
resources:
limits:
cpu: 100m
memory: 100Mi
ephemeral-storage: 1Gi
requests:
cpu: 100m
memory: 100Mi
ephemeral-storage: 1Gi

« Kubernetes AP| BEHHAS/HZE, TR0 E

https://qithub.com/kcl-lanqg/krm-kcl




b
( Kubernetes Resource Model Runtime Integration - KCL Operator %R@;

« Step 1. EEEFHH L KCL Operator
« Step 2. Apply KCL and K8s manifests

kubectl apply —-f- << EOF
apiVersion: v1

kubectl apply -f- << EOF
apiVersion: krm.kcl.dev/vlalphal
kind: KCLRun
metadata:

name: set-annotation

kind: Pod
metadata:
name: nginx
annotations:
app: nginx
spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80

spec:
params:
annotations:
managed-by: kcl-operator
source: oci://ghcr.io/kcl-lang/set—-annotation
EOF

- Step 3. FKB&iR Mutation/Validation 58

EOF

kubectl get po nginx -o yaml | grep kcl-operator

managed-by: kcl-operator

o« /DEUIT KCL AHBRDAI SRy N AL B JRiE/1RI8TNEE (B intlhz i TRICIE ] LAER)
o FTEFKREVIMY Kubernetes Webhook JRiEFfN5S 1AL E
. ZFMARGIESZIE OCI, Git, Https, Filesystem, ...



€ Terraform

Validation Process

YAML/JISON

ey

Configuration Validation & Generation KUBE@

- - - - —

.-——-——————-————’

Result

main.tf tfplan.json

{

vider "aws" {
region = "us-west-1"

"format_versiol
"terraform_versi
"planned_value

rce "aws_instance" "web" {
instance_type = "t2.micro"
ami = "ami-09b4b74c"

"root_module
"resources
{

e ‘aws_autoscaling_group.my_asg",

managed",
ws_autoscaling_group",
y_asg",
"provider_name' 'a

urce "aws_autoscaling_group" "my_asg" {
availability_zones

name

max_size

min_size
health_check_grace_period
health_check_type
desired_capacity

force_delete = true
launch_configuration my_web_config"

terraform plan

“availability_zones": [
"us-west-1a"

1,

"desired_capacity": 4,
“enabled_metrics'
"force_delete": true,
"health_check_grace_period":
"health_check_type' ELBS
"initial_lifecycle_hook": [1,

> "aws_launch_configuration" "my_web_config" {
b_config"
mi-09b4b74c"

validate generate

schema TFPlan:

Uil L LINE
[P sErRIERany,
resource_changes?: [AcceptableChange]

schema AcceptableChange:

[...strl: any
check:
\ ‘

all action in change.actions {
action not in ["delete"]
} if type == "aws_autoscaling_group", "Disable AWS autoscaling group resourc

kcl-vet tfplan.json main.k
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Commit
Docker Image Commit
< < kel code set image to kcllang/flask_demo:6428cff4309afc8c1c40ad180bb9...
y ..cfd82546be3e
docker far =
main
Docker Hub App Repo

github-actions[bot] committed 3 minutes ago

(Pt/thon)

Auto Commit Showing 1 changed file with 1 addition and 1 deletion.

v oy 2 EE main.k |'_|;|

s @@ -3,7 +3,7 @@ config = app.App {
3 3 name = "flask_demo"
4 4 containers: {

i ~_ 5 5 flask_demo = {
- 6 - image = "kcllang/flask_demo: f1f2cbc0c4555d141e9f642fbd12edaf34dob723"
6 image = "kcllang/flask_demo:6428cff4309afc8clc40ad180bb9cfd82546be3e"

Pu“ Ckomges Orgo SVV\C Stotus ; ; i ports = [{containerPort = 5000}]
: 9 9 }
Marifest Repo ArgoCD Kubernetes Cluster 5

(kel)

R TIE . [EA1%#F Standalone KCL 7] KRM KCL &&=t
Zfh Cl/CD ] GitOps TAZfF e.g., ArgoCD

https://kcl-lang.io/docs/user docs/quides/qitops/qitops-quick-start




¢ App Delivery

For Kubernetes and Cloud Resources

m v Shift left security
v Change preview

App Config
.k

modify |
app
conflg Web Ul render A Cl
PH (Deploy a
System)
merge
l |
I
modify
platform
PHO config
\ =

Platform

I
A cl .
Horifig g Impact
(SHtRopo

® Single source of truth

cd

CD

1)

KUBERNETES
CONMUNITY DAYS HANGZHOU

v Delivery
v Risk analysis

—_—— e ———

RO 5 1L 4] KusionStack, KubeVela

https://kusionstack.io
https://kubevela.net




€ App Delivery

KUBERNETES

+ bin git:(watch-ui) ./kusion apply -w /Users/yuanhao/opensource/KusionStack/konfig/base/examples/server/app_service/prod --watch --yes




g-‘-

Mutation, Validation, Abstraction
Production-Ready

KCL is an open-source constraint-based record & functional language mainly used in configuration and policy scenarios.

+ NmREEREREEEN SR ERRRIUMGIES, FDIE, HEFHEEEFTE

- BEEMNSEN AP %R, BiERERISSEEMREINTESMET, BEFRARNIGRIE,

- BUBEIERRERIEERKESH TR, KRM KCL 58, OCI Registry F1 Artifact Hub <5,
LHFEAEN/ AR EERNIES, EENORSMNRE. (RDHEmEEEER )



r More Resources

=917
« https.//kcl-lang.io/
« https.//kusionstack.io/

« GitHub
« https//qgithub.com/kcl-lang
« https.//qithub.com/kusionStack

T MisE—#

« @kcl language E: 1 J Q MELTRE G

« Twitter

« Slack
« CNCF KCL Slack Channel: https.//cloud-native.slack.comy/archives/CO5TCI96NWNE

COMMUNITY DAYS HANGZHOU


https://kcl-lang.io/
https://kusionstack.io/
https://github.com/kcl-lang
https://github.com/kcl-lang
https://@KusionStack
https://github.com/KusionStack/konfig
https://kcl-lang.slack.com/
https://h5.dingtalk.com/circle/healthCheckin.html?cbdbhh=qwertyuiop&dtaction=os&4ebe6=d3d59&corpId=ding707e3346ab188ded2040d0a6270bd858

e g
gﬁ. KUBERNETES

KUBERNETES
COMMUNITY DAYS HANGZHOU

THANKS
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COMMUNITY DAYS a “{j
HANGZHOU 2023




¢ Appendix

Structured
KV

Pros.

Easy to write and read
Rich multi-language API

Various Path Tools

Cons.

Redundant information

Insufficient functionality e.g.

abstraction, constraint, ...
Tech.

JSON
YAML

Product

Kustomize

Community Projects

Templated
KV

Pros.

Simple config logic support

Dynamic argument input

Cons.

Increase of argument makes

it difficult to maintain

Insufficient functionality e.g.

abstraction, constraint, ...
Tech.

Velocity
Go Template

Product

Helm

Helmfile

Programmab
le KV

Pros.
Required programming features
Code modularity

. Templates & Data abstraction

Cons.
. Insufficient type constraints
. Insufficient restraint ability

. Runtime error
Tech.

. GCL

. HCL

. Bicep

. Starlark

. Jsonnet

. CEL

. OPA/Rego
Product

» Terraform

« Tanka

+ Radius

e ytt

* kpt

Typed KV

Pros.

«  Rich config constraint syntax

«  Unified type & value constraint

«  Configuration conflict checking

Cons.

«  Difficult to configuration

override for multi-environment

scenarios

«  Runtime checks and limited
performance

Tech.

- CUE

. Nickel

Product

«  KubeVela

AR

Pros.

*  Model-centric & constraint-centric
«  Scalability on separated block
writing with rich merge strategies
«  Static type system & analysis
«  High Performance

Cons.

«  Expansion of different models
requires investment in R&D

Tech.

« KCL

Product

« KusionStack

+ KRM-KCL Tools and Operators



